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Identity Theft: Victim Procedures- There are gix main steps victims should take upon
discovering that they are a victim of an identity crime. The steps are: File & police report;
Obtain and complete & copy of the [dentity Theft Affidavit; Close all compromised
accounts; Place a fraud alert with the credit bureaus; Request that credit reporting bureaus
block frauduolent information; and File a complaint with the Federal Trade Commission.

File a police report- Victims are required to file a police report in order to dispute
fraudulent trnsactions, correct compromised accounts, place frand alerts with the eradit
bureaus and to obtain free copies of their credit reports to review.

Victims should obtain and retsin & copy, receipt, or summary of the initial police report.
The Fair & Accurate Credit Transaction Act requires law enforcement to provide victims
of identity theft with a copy of the police repart.

Note- While the FACT Act and the Fair Credit Reparting Act stipulntes thas a copy of an
official pofice report be provided to victims of identity theft, some Pennsylvania police
departments will not issue an actoal repodt o o victim, but rather a report summary, or
perhaps only the report number. Since the police report, or summary becomes the official
bosis upen which a victim can dispute identity cime relsted fraud by establishing that
they are in fact a victim of identity frond, a copy of, or access to this document must be
ensured.

The victim will need to send a copy of the initial police report to each involved bank,
creditor, other business, credit bureau, and debt collector in order to dispute
compromised or frandulent accounts or transactions. A copy of this report, summary, or
report number must be coupled with ecach affidavit

The victim should be told to keep an criginal copy of the report, but copy it as many
Hmes A% NECERSATY.

The victim should keep a detailed journal to record every comrective action, all names of
companies or representatives to whom they speak or write, what victims have been 1old
and who told them. The victini should record any sction they toke during this process.

Obtain & complete an Identity Theft Affidavit for each compromised or
frandulently opened account- The victim is required to prepare an affidavit stating they
did not commit the fraud.

Note- A copy of an Identity Theft Affidavit that is sccepted by most businesses, creditors
mnd debt collectors, and that eap be obeained at the Federal Trade Commission website
hetp:{fwww.consumer goviidtheftf is provided in Appendix C.

In order to dispute 8 fraudulent sccount or transaction, a eopy of this affdevit must be

coupled with a copy of the police report, report summary, or report number, and sent o
every creditor, business, and debt ecollector through which 2 fraudolent account or

transacton has oeourned,

Close all accounts believed to have been compromised or opened fraudulently-
Victims should immedintely contact their credit card companies, banking snd other
financial institutions, and close all accounts thal may have been compromised or
subjected to a frmudulent take-over by unauthordzed persons. Victims can work with their
financial instinmtion(s) to re-cscablish an alternate account 1o pravent further fraud or

COmPITITise.
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After & thorough review of their credit report, (sée next section,) victims should close all
accounts that were opened fraudulently, opened without their knowledge, or that display
suspicious activiry.

Flace a fravd alert with cach credit burean; obtaln and review credit reporis-
Victims must contact at least one credit bureau 1o place a fraud alert. The victim will then
receive free credit reports from all three credit bureaus in order (o identify new frandulent
Activity or compromised accounts,

Note- The Fair Credit Reporting Act mequires each major nationwide credit burean 1o
provide consumers with a free annonl credit report which can be obtained through
W i

o Credit Bureans- The three major credit bureaus are:

+ Equifax - www.equifixeom  ~
P.O. Box 740241, Atlanta, GA 30374-024]
800-525-6285

+ Experian - www.cxperian.com
P.O. Box 9530, Allen, TX 75013
BEE-EXPERIAN (397-3742)

+ Trans Union - www.transunion.com '
Frand Victim Assistance Division,
P.O. Box 6790, Fullerton, CA 92634
BOO-680-7289

Frand Alerts- Victims can place a fraud alert on their credit report in order to prevent the
opening of additional fraudulent accounts and to flag additional fraudulent activity,

F:duﬂlawm}uirnslhnlwhnuﬁcﬁmhimnmmhhwmunfnmmpmmimd
account, that credit bureau must inform the remaining credit bureaus of the frand alert,
However, some incidents have been reparied in which the victim was required 1o contact
the remaining credit buresus in order to place a fraud alert with each of the remaining
brareszus,

Fraud alerts require an entity or business to verify a person's identity before issuing
credit
Types of Fraud Alerts- There are two types of fraud alerts, an Initial and an Extendsd
Alert.

Initial Frand Alerts- An initial fraud alert is active on a victim's eredit repart for at Jeas
90 days.

* Flacement of this type of alert on a credit report requires providing appropriate
proof of the victim's identity, including 88N, name, address, and other personal
information.

* Placement of an initial fraud alert entitles a victim to obtain one free credit report
from each of the three national consumer reporting companies,

* Initial fraud alerts are amomatically placed on a compromized sccount upon
repart from a victim.
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Extended Fraud Alerts- An extended fraud alert is active for seven years, and entitles
the victim to receive two free credit reports within 12 months from each of the thre=
national consumer reporting companies.

* Upon placement of an extended frand alart, consumer reporting comparnies will
also remove the victim's name from the list of pre-sereened credit offers for five
years,

* In most cases, ﬁrﬁmﬂlﬂuqu:stmumndadfmndalmbcplmﬂmﬂxi:
ACCOUNLS.

Under the FCRA, hoth the consumer reporting company and the information provider
(the business such as a bank or eredit card company that sent the information to the
CONSUMEF feporting company), are responsible for comecting frandulent information in
Lh:ﬁcﬁmsmpurLTﬂpmtmth:ﬁcﬁm'sﬁghtsunduﬂmhw.umﬁcﬂmumdsm
contact both the consumer reparting company &nd the information provider.

Consumer reporting companies will block frandulent information from appearing on the
ﬁcttuumpmtifthevi:ﬁmnmdslhm:mpyufi:pﬁﬁucmpmnndnlmumuingtlmm
: whuinfmmaﬁmh&mﬂulmt.mmmnﬂmm&mmm:hfmaﬁmdmm

relate to any transaction that the victim made or authorized. Tn addition, victims must
provide proof of their identity that miay include their SSN, name, address, and other
personal information requested by the consumer reporting company,

Th:mmu-rrpﬂrﬁngmmpmhufnwhuﬁmsadnysmhlmtthzﬂmdm:n:
information after accepting the victim's police report and letter, 1t also must tell the
information provider that it has blocked the information.

The consumer reporting company may refuse to block the information or remove the
block; if for example, the victim has not told the truth about their identity theft. If the
COMSUMET reporting company removes the block or refuses o place the block, it must
inform the victim.

File o complaint with the Federal Trade Commission - The victim should file a
cotnplaint with Federal Trade Commission Identity Theft Hotline at 1-877-438-4338 or
on the intemet at www consumer. gov/idtheft . Information pertaining to the theft or
misuse of identifying information is entered into the Hotline darsbase. Thus information
is then processed into the Consumer Sentinel Database thai is available to law
enforcement officers.

Identity Theft: Police Procedures- .5, Congress criminalized identity theft under the
Identity Theft and Assumption Deterrence Aet of 1998, Under this act the Federal Trade
Commission was required to establish a consumer education service and a centralized
data base of victim complaints for law enforcement to use in tracking cases and
defendants.
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SECURITY FREEZE INFORMATION

Any consumer in Pennsylvania may place a security freeze on his or her credit report by
requesting one in writing by certified mail to the credit reporting agency. The credit reparting
agency is not allowed to charge a fee to victims Or sen

avoid a fee, the vietim must send a valid copy of a police report to the credit reporting agency,
However, for other consumers, o charge of §10 will be applied for each placing or temporary

To obtain more detailed information an how to place & security freeze on your eredit reports, see
below.

HOW TO “FREEZE" YOUR CREDIT FILES

A security freeze means that your file cannot be shared with potential creditors, A security
fressze can help prevent identity theft. Most businesses will nat open credit accounts without
checking a consumer's eradit history first. If vour credit files are frozen, even someone who has

A security &m&itﬁmhidmﬁtythnﬂﬂcﬁmsﬁdmhﬁunpﬂﬂmmpm A fresze on your
account is good for 7 years in Peansylvanin

How do I place a security freeze?

To place & freeze, you must send by certified mail a letter t sach consumer reporting agency
requesting a security freeze be placed on your account. In this letter you must provide
identifying information and 2 §10 fee, but, if you are a victim or, you must also include a copy of
your police report to avoid a charge paying a $10 fee. Seniors who are at least 65 years old also
do not need to pay to place & security freeze, (In the fiture, it will be possible to place a feeze
through a secure electronic connection—likely by sending an e-meil on the consumer reparting
agencys wehsite. }

Write to all three addresses below and include the information that follows:

Equifax Security Freese
P.0. Box 105788
Atlanta, GA 30348

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013

Truns Union Security Freeze
P.O. Bax 6790




Fullerton, CA 92834-6790

For each, you must:

Send & letter by certified mail;

If you ere & victim, include a eopy of your the palice report concerning identity theft;
Provide your full name (including middle inltial a5 well as Ir,, Sr., I1, 111, ete.,) address,
Social Security number, and date of birth;

If vou have moved in the past 5 years, supply the addresses where you have lived over
the prior § years.

Provide proof of current address such as a current utility bill or phone bill

Send » photocopy of a government isseed identification card (state driver’s licenss or [D
card, military identification, etc.)

If spplicable, include a payment by check, money order or eredit eard (Visa, Master Card,
American Express, and Discover cards only.)

How long does it takke for & gecurity freese to be in effect?

After five (5) business days from receiving your letter, the eredit reporting agencies Hsted above
will place a freeze providing credit reports fo potential creditors.

After 10 business days from receiving your letier to place a frecze on your account, the credit
reporting agencies will send you a confirmation letter containing a unique PIN (personal
identification number) or password. Keep this PIN or password in a safe place.

Can I open new credit acconnts if my files are frozen?

Yes. You can have a security freeze lifted for a temporary period of time or with a specific
creditor. The steps to do 50 are as follows:

-
.

Contact the credit reporting agencies above by certified mail or by & toll-free phone
number they are required by law to create.

You must provide proper identification;

You must provide your unique PIN or passward; AND

To lift the freeze for a period of time, you must provide the time period your credit report
will be acesssible to third parties OR to 1ift for a specific creditor, you must indizate
which creditor you will grant access to your credit fles.

How long does it tke for n security frecze to be lifted T

Credit bureaus must lift a freeze no later than three (3) business days from recerving vour
request.

What will a ereditor who requesis my file see if it is frozen?
A creditor will sec ¢ message or a code indicating the file is frozen.
Can a creditor get my credit score if my file is frozen?

MNo. A creditor who requests your file from one of the three credit buresus will only pet a
message or & code indicating that the file is frozen.




Can I order my own credit report if my file is frozen?

Yes
Can anyone see my credit file if it is frozen?

When you have a security freeze on your credit file, certain entities still have access to it. Your
report can still be released 10 your existing ereditors or to collection agencies acting on their own
behalf, They can use it to review or collect on vour account. Onher creditors may also use your
information to make offers of credit. Government agencies may also have secess in response o
a court or sdministrative order, a subpoena, or a search wamant.

Do 1 have to frecze my file with all three credit bureaus?

Yes. Different credit issusrs may use different credit bureans. 1f you want to stop your credit
file from being viewed, you must freeze It with Equifax, Expertan, and Trans Union.

Will a freeze lower my credit score?
No.
Can an employer do a background check on my credit file?

No. You would have to [ift the freeze to allow a background check, just &s you would to apply
for credit. The process for lifting the freeze is described above,

How long will a security freeze be in effect?
A secarity freeze will end after 7 years from the date you placed it.
Does freezing my file mean that I won't receive pre-approved credit offers?

No. You can stop the pre-approved credit offers by calling BEE-50PTOUT (388-567-8688). Or
you can do this online at www.optoutpresereen.com, This will stop most of the offers, the ones
that go through the credit bureaus., It's good for five vears or you can meke it permansnt,

What law requires seenrity freezes?
The law on security freezes in Pennsylvania passed as Senate Bill 180,

THIS FACT SHEET IS FOR INFORMATIONAL PURB(OSES AND SHOULD NOT BE
CONSTRUED AS LEGAL ADVICE OR AS THE POLICY OF THE STATE OF
PENNSYLVANIA. IF YOU WANT ADVICE ON A PARTICULAR CASE, YOU SHOULD
CONSULT AN ATTORNEY OR OTHER EXPERT. THE FACT SHEET MAY BE COPIED,
IF (1) THE MEANING OF THE COPIED TEXT IS NOT CHANGED OR
MISREPRESENTED, (2) CREDIT 1S GIVEN TO THE OFFICE OF THE PENNSYLVANIA
ATTORNEY GENERAL, AND (3) ALL COPIES ARE DISTRIBUTED FREE OF CHARGE.




Bafore using these temploe letters, plegse viad the entire document for complere information
SAMPLE FREEZE LETTER TO EQUIFAX

Date

Equifux

Security Freeze

P.O. Box 105788

Atlanta, GA 30348

Dear Equifio:

I would like to place o security freeze on my credit fils. My name fs:
My former name was (if applies):

My current address is:

My sddress has changed in the past 5 yesrs. My former address was:
My date of birth is:

I have enclosed photocopies of n governmant issued identity card AND proof of
residence such as a utflity bill or phone Bl

Circle one!

I have included my payment of $10 (or however much increased by the CPI} 1o freexe my
credit file.

DR

[ #em un identity theft victim and a copy of my police report of identity theft Is enclosed.

OR
| am & senior who is aged 65 vears or older.

Y ours Truly,

You.




SAMPLE FREEZE LETTER. TO TRANS UNION

Date

Trans Union Security Freeze

P.0. Box 6790

Fullerton, CA 92B34-6730

Dear Trans Union:

I would like to place a security freeze on my credit file. My name is:
My former name was (if applies):

My currant address is:

My address hias changed in the past 5 years. My former address was:
My sociel security number is:

My date of birth is:

I have enclosed photocopies of a government issusd identity card AND proof of
residence such as n utility bill or phone bill.

Circle nne:

I have included my payment of $10 (or however much increased by the CP1) to freeze my
credit file.

OR

I am &n identity theft victim end a copy of my police report of identity theft is enclosed.

OR
| am & senior who is aged 65 years or older.

Yours Truly,

Your name




SAMPLE FREEZE LETTER TO EXPERIAN

Dhate

Experian Security Freeze

P.O. Box 9554

Allen, TX 75013

Dear Experian;

1 would like to place a security freeze on my gredit file. My name is:
My former name was (if applies).

My current address is

My address has changed in the past 5 years. My former nddress was:
My social security number is:

My date of birth iz

I have enclosed photocopies of a government issued identity card AND proof of
residence such as a utifity bill or phone bill.

Circle one:

I have included my payment of $10 {or however much increased by the CPI) to freeze my
eredit file.

OR

| am an identity theft victim and a copy of my police report of identity theft is enclosed.

OR
[ am a senior who is aged 65 years or older.

Yours Truly,

Your name




IDENTITY THEFT

In order to better protect yourself, it is helpfil to know some of the ways identity thefis can
ooour. Thisves:

Steal wallets and purses containing personal identification and credit/bank cards.

Steal mail, including bank and credit card stutements, pre-approved credit offers, new
checks and tax information

Complete a change of address form to divert mail to another location,

Rummage through trash, or the trash of businesses, for personal data in & practics known
a5 “dumpster diving™

Find personal information in homes

LIz personal information individuals share on the Intermnet

Send e-mail posing &s legitimate comprnies or government agencies with which
individuals do business,

Get information from the workplace in a practice known as “business record theft” by
stealing files out of offices where a person i3 @ customer, employes, patient or student,
bribing an emplovee who has access to personal files, or “hecking” into electronio files.

HOW TO AVOID IDENTITY THEFT

All consumers shoubd take the following steps to prevent identity theft from occurring:

Review Credit Reports from each of the three major credit bureaus once a year,

Place passwonds on your credit cand, bank and phooe sccounts.

secure personal information in your home.

Ask about information sscurity procedures in your workplace,

Don’t carry your social security card with you; leave il in a secure place,

Don't give out your socisl security number unless it iz absolutaly necessary; ask to use
ather types of identifiers when possible.

Don't give out personal infbrmetion over the phone, through the meil or over the internet
unless you kave nitiated the contact or are sure you know with whom you &re dealing,
Guard wour mail and trash from thefl.

Destroy offers of credit received in the mail that you do not respond to; you may choose
i opt-out of receiving free offers of credit,

Carry only the identification information and the number of credit‘dsbit cards that you
actually nesd.

Puy attention to your billing cycles—follow up with creditors if bills do not arrive an
time.

Be wary of promotional scams.

Keep your purse or wallet in a safe place at work.

Notify your credit card company if you ere planning to travel out of state,




WHAT TO DO IF YOU ARE A VICTIM OF IDENTITY THEFT

If you are a victim of identity thefi, or believe yoi may be a victim, it is important that you take
the fullowing steps:

Place a fraud alert on your credit reports and review your credit reports:

Place a security freeze on your credit reports.

Close any accounts that have been tampered with or opened fraudulently,

File a police report and ask for a copy for your records

File a complaint with the Federal Trade Commission and the Attormney General's Office.
Write down the name of anyone you talk to, what she told you, and the date of the
conversation,

Follow-up in writing with all contacts you have made about the identity theft on the
phone or in person. Use certified mail, return receipt requested, for all comrespondence
regarding identity theft.

Keep ell copies of all comrespondence or forms relating to identity theft.
Keep the originals of supporting documentation, like police reports and letters to and
from creditors; send capies only.

Keep old files, even if you belisve the problem is resolved, If it happens again, you will
be glad you did.




